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Network Intrusion Detection Model Based on Parallel Branch Feature Fusion

YANG Tianyu', WANG Heng', MA Zigiang"*, CUI Mengzhen', TANG Yan', WANG Yingxiang'

(1. School of Information Engineering, Ningxia University ;2. Ningxia Key Laboratory of Artificial Intelligence and Information Se-
curity for Channeling Computing Resources from the East to the West , Ningxia University, Yinchuan 750021, China)

Abstract: The network intrusion detection system can effectively detect and identify network attacks. To address the issues of existing models
failing to fully describe traffic information and multi—branch models being unable to effectively integrate features extracted from each branch, a
model with parallel branch feature fusion is proposed for network intrusion detection. In terms of feature extraction, global temporal features
are extracted using BIGRU, while stacked prior attention networks are employed to capture spatial features of raw traffic. Regarding branch fu-
sion, an adaptive feature fusion method is introduced to dynamically integrate multi—dimensional features. Experiments on the CICIDS2018 da-
taset demonstrate that the proposed model achieves favorable results in multi-class classification accuracy, detection rate, and false positive
rate. Generalization capability tests on the NSL-KDD and UNSW-NB15 datasets further confirm the model’s effective detection of unknown
malicious traffic in real-time malicious traffic detection.

Key Words: network security; deep learning; feature fusion; channel prior attention mechanismj; traffic detection
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Fig. 2 Channel prior attention module structure
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Table 3 Detection performance of 5 models on the CICIDS2018

dataset

#3 SHIEAITE CICIDS2018 #1E & TR MR R (%)
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CANET 96.35 96.68 96.51 2.5
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Table 4 Detection performance of 5 models based on NSL-KDD and UNSW-NB15 datasets

#4 ET NSL-KDD #1 UNSW-NB15 £ #E 5 5 F i B4 3R (%)
- NSL-KDD UNSW-NB15
RIS Hi L F1{H FPR{H A% i1 FI{H FPR{H
TCN-BiGRU-Attention 98.89 98.78 98.83 1.50 88.97 97.87 93.20 1.76
CNN-BIiLSTM 99.22 99.60 99.41 0.43 88.84 98.52 93.43 1.82
CANET 99.77 99.72 99.74 0.18 89.39 98.93 93.92 0.87
ACNN-IDS 98.21 98.32 98.26 0.58 87.54 97.35 92.18 2.55
PSTFM (A< SCAETRY) 99.80 99.82 98.16 0.18 90.10 99.14 94.40 0.76
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Table 5 Detection performance of 5 models based on enhanced

dataset
x5 ETHEEEEESHIERG MR (%)
A RIS 1 FI{H FPR {H
TCN-BiGRU-Attention 97.67 97.52 97.59 2.0
CNN-BiLSTM 97.15 96.45 96.80 3.5
CANET 95.89 96.41 98.15 2.9
ACNN-IDS 97.01 96.89 96.95 2.5
PSTFM (A SCHEHY ) 98.12 98.03 98.07 15
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